BOJHA IIOIITA Uysaru j10; 2024. roause

bp. 2237 ®/P6p 36/ 64
bp. 463 - & Obpafjusay: mj Urop Heauh
10 . 0%.2019. ronune
BEOTPAJ

O3B 3A IIOJHOIIEILE ITOHY JA

Haszus napyuwnoua: Bojna nowrra 2237 beorpan
Anpeca Hapy4Houa: Bojeope Crene 445, beorpan
HMuTtepHeT cTpaHuIa Hapy4uona: www.mod.gov.rs
Bpcra napyumnona: OpraH ap)kaBHe yrpaBe
Bpera nocrynka japHe HabaBke: JapHa naGapka mMane BpeJHOCTH
Bpcra npepmera: VYenyra

IIpeamer

[Tpemmer jaBue mabaBke mame BpeaHocTH Opoj 3/2019 je Veayra oap:kaBama CTPYYHHX
Kypcesa y rpaljaHcTBY 1Mo mapTHjama, i TO:

- Iapruja 6p. 1 — Peaymzarmja xypea ,,Erudko xakopame®, 3a 1 mure;
- Iapruja 0p. 2 — Peammsarmja Kypea ,,.Linux — OcHoBe onepatusHor cucrema®, 3a 1 mmme u
- IMapruja 6p. 3 — Pearmsanuja kypea ,,baze mogaraka MySQL®, 3a 2 mima.

Cgaxa of jaBHux HabaBku ycmyra ofodpena je [lnanom jaBuux Habasku 3a 2019. roguny y MO u
BC (axr Ynpase 3a mabaBke um mpomajy CMP MO, 6p. 50-52 oxm 05.03.2019. romume).
Crenudukanuje TpaxkeHuX Kypcesa nate ¢y y [Ipunory 6poj 1 osor [To3usa.

Kpurepujym

W3bop najnoBoJbHHjE IOHy#Ae he ce H3BpPIIMTH NPHMEHOM KpUTepHjyma ,EKoHOMCKH

HajnoBo/bHHja oHyAa“, npema cienaehnM enemeHTUMa KpUTEpHjyMa:

1) Llena - Texuncku xoedunujent 0,8 (mema oOyxsara cBe TPOIIKOBE KOjH ce (axTypuimy 3a
u3BpIIerse HabaBke),

2) Pox m3Bpmiema - TexXHHCKH Koeuiujent 0,2 (Bpeme morpebHO Ja ce M3BPINH yClyra Of
naryma npujema HapynOenune ox crpane nobasspaya).

Ionpepucame

Hajooroseauju moHyhay 3a craku napamerap je onaj xoju Oyoe umao HajMamu KOedUIIAjeHT,
OIHOCHO IIPOM3BOJI PAHTa H TEXKHUHCKOT Koe(HIijeHTa.

s A *0,8 =5 (3a nmapamerap Llena) u

s ]1%*0,2 =]l (3a napamerap Pox usBpimnemna).

* b+ ] =E (ykynau xoedpumujent) u

= @ - xoHaYaH paHr.



HajnoBo/bHuju MOHYHad 1Mo MaTpuiyM OfyuMBama je OHaj Koju Oyae MMao YKyNHH HajMarmu
KoeuiKjenT, oqHOCHO MeTH fie GUTH y KOHAYHOM paHTHpamby Haj00Jbe PAHTHpaH.

ViKonuko aBa wid Buuie nonyhaua Gyy uManu HCTH KOHa4aH paHr, HajnoBosbHUju fie 6uTn oHaj
Koju Gyae 6uo Gosbe panrupas mo napamerpy | - uena. Ykonuko Ba uim Buile noxyhaya Oyny
MMaJIi MCTH paHr mo napamerpy | - LeHa, HajnoBoseHUjH Tie 6uTH oHaj noHyhau koju Oyne 6osbe
paHrupas 1o napameTpy 2 - poK M3BpIleHa. YKOIMKO W N0 JpYroM napameTpy /iBa Wi BHIIE
nouyhaua Oymy MMana MCTH paHT, HajnoBoJbHUjU hie GUTH OHA] KOjU J03BOJbaBa AY)KH POK
nnahama (MuarMyMm 30 nasa on naHa npujeMa (akTtype y JeJIOBOJICTBO HapyuHona).

O0age3nn yeaoBu 3a yuemlie y noctynky jasne HabaBie

Cxogno unany 77. ctaB 4. 3akoHa, a y Be3u ca wiaHoM 75. u 76. ucror 3akoHa, noHyhau
JI0CTABIBA YPEIHO MOTIHCAHY U OBepeHy M3jaBy KojoM, Moj yHOM KPUBUYHOM M MaTEepHjaHOM
oarosopHoiuly, T0oKasyje UCIyHmEeHOCT 0baBe3HUX ycoBa npeasuhenux 3akoHoM panu ydemhia
y mocTynky jasHe HabaBke. OOpasan Msjase nocrasibeH je y npuiory 6p. 2 osor [Tosuea.

Y ecayuajy nenornucuBama Hapenene Usjase oa crpane nonyhaua, nonyna he ce cmarparu
HeucnpasHoM U Helie OuTH y3era y pasmaTpame.

Kpajwu pok peanuszauuje yciyra je 31.10.2019. rogune HakoH npujema Hapynbeuune, (kao
natym npujema Hapyuybenuie ce y3uma AaTyM Ha MOBPAaTHHUIM KOjH je €BUACHTUPAH OJ1 CTPAHE
npuMaota).

Hauns nopHomemka MOHY/KE U POK 32 MOAHOIIEHE

ITonyna ce cactaBiba Tako 1ITO NoHyhay ynucyje TpaxeHe nojaTke y odpacue Koju ¢y cacTaBHH
[le0 Mo3KBa 3a MoJHOUIeHe MoHyAa. [ToxesbHO je 1a cBU JOKYMEHTH MOAHETH Yy moHyau Gyny
TMOBE3aHH TPaKOM Y LENMHYy W 3anevalleHd, Tako Ja Cé HEe MOTy HakHafHo yOauuBaty,
OCTPaUBATH WIIM 3aMEHHBATH TOjeJMHAYHU JIMCTOBH, OJJHOCHO MPWJIO3H, & Ja CE BHJHO HE
oluTeTe TMCTOBM UM neyar. ITonyhau nogHocu nouyay y 3anedyaheHoj KOBEpTH, Tako Aa ce mpu
OTBapamy MOJME NMPOBEPUTH /A JIM j& 3aTBOPEeHA OHAKO KAaKO je npenara.

[Moryny pmocraBuTH Ha aapecy Hapy4duoua: BII 2237 Beorpan, Bojsone Crene 445. Beorpan, ca
Ha3HAKOM:

HlloHyaa 3a jaBHy HaGaBKy ycJyra ogpikaBaia CTPYYHHX KypceBa y rpahaHcTBy
6p. 3/2019 - HE OTBAPATH*.

[loHnypa ce cmatpa GraroBpeMeHOM YKOJIMKO je MpUMJbEHa Off cTpaHe Hapyuuoua mo 09.45
yacosa nana 22.04.2019. ronune y ae10B0ACTBO HAPYYHOLA,

[Toxyna Kojy Hapy4uu/aL HUje NPUMHO y POKy oapeljeHOM 3a MOAHOLIEH:E MOHYAa, OAHOCHO Koja
je mpHMIbEHa M0 WCTEKy JaHa M cara [0 Kojer ce MOry MOHYJe MOAHOCHTH, cMarpahie ce
HebIaroBPEMEHOM.

[Tonyhau moxke ja nojfHece MOHYAY 3a jefHy Wi Buume nmapruja. IToHyna mopa pa oOyxsaru
HajMare jefIHy LeI0KYNHY NapTHjy.

[Tonyhau je my»xan na y MOHyAM HaBejie Ja JId C€ MOHyAa OfHOCH Ha LENOKYNHY HabaBKy WIIH
camo Ha oapeljeHe napruje.

VY cay4ajy pa nonyhau nogHece MOHYAY 3a JBe MM BHLIE NApTHja, OHA MOpa OWUTH MOAHETA TaKo
Jia ce MOXKE OLIEHHBATH 3a CBaKy NapTHjy noceOHo.

Mecto, Bpeme 1 HA4HH 0TBAPam-a MOHYe
JapHo oreapame OJarospemMeHo ocnenux nomysa he ce ofaButrH y mnpocropmju
Hapy4Hona - caaa 0p. 13, nana 22.04.2019. rogune y 10.00 yacosa.

Peanuzarop fie BparuTi cpaky nHeOnaroBpeMeHO MOAHETY MOHYAY HEOTBOpeHY mnoHyhauy, ca
Ha3HAKOM Jia je MoJHeTa HeGIaroBpeMeHo.



IlpucyTHr npeAcTaBHULM MoHylaya, Mpe noyerka jaBHOI OTBapara TNOHYJA, peanu3aTopy
BIT 2237 Beorpan Tpeba aa moctase nucmeHa opnawfiesma (myHoMolija) 3a akTHBHO yueuihie y
MoCTyIKy oTBaparma nonyna. Ilucmeno opnawhewe MOpa MMAaTH 3aBOJHU neyat ca Gpojem u
JATYMOM KM3[aBarba, neyaT U nornuc opnawhexor nuua noxyhaqa.

Ha ocHOBY m3BemiTaja 0 CTPy4HOj OLIEHM MOHYyAa, Hapyuwian he moHern OmIyKy O JOJeNTH
HapyuOeHuue y poky He nayxem oxn 10 (mecer) maHa of jaHa OTBapama MOHyJa M HCTY
JOCTABHTH CBMM IMOOHOCHOLIUMA.

Ipuno3u:

- Ipunor 6poj 1 - Cneuudukauuje ycmyra ofpikaBarma CTPYYHHX KypceBa y rpahjaHcTBy
(mojenuHavHO 3a CBaKy mapTHjy),

- IIpunor 6p. 2 - O6pazar] u3jase 0 UCyHABAMKY YCNOBA U3 unaHa 75. U 76. 3akoHa u

- ITpunor 6p. 3 - O6pazau noHyze (MOjeAMHAYHO 3a CBAKy MapTHjy).

VH /o™ HaYE THIK
ff * % _NYKOBHHK

3 ra’ 'Z[?uh

YMHOKEHO y 2 (aBa) npuMepKa

1 JOCTaBJBEHO:

- PLI MO (y3 ucrinatHy JOKyMEHTaLK]y),

- peanusaropy Habaske (Mj Henuh Uropy) u
- Hauenuuky I'pyne (3a ¢unancuje) B-8 - a/a.



N
Crennukanyje yeryra onpikaarba CIpySHHX Kypeea y rpabancrey

Eneu11¢ﬂnaunja 3a [apTujy 6poj 1

3a notpebe BIT 2237 Beorpaj peanu3oBati CTpyHHU Kype ,, ETHuko xakoBame™ y Tpajamy a0 16
HACTABHHX yacosa (HacTaBHHU 4ac 45 muHyTa), a HajkacHuje 7o 31.10.2019. roaune. Peanuzauujom
kypca ofyxsarutu cinenehe obnacru:

- VBon y etnuxy xakuar: LlITa je eTnuko XakoBawe U Ko ¢y xakepu? Moryhe Tauke Hanaza.
CAPEC klasifikacija. Bug hunting.

- Ipuxymmwamwe nadopmaumja u Social Engineering: Google Hacking. IP sweep, Scanning.
Packet Sniffer. Foot Printing and service identification. Hardware identification. Metadata
extraction. Social Engineering. Human factor in information security

- Hamanu na cepBuce u arunukanyje: Finding and using exploits. SQL injection. Session
hijacking.DOS and DDOS attacks. Data Leakage Attacks. Abuse of Functionality. Resource
Depletion. Wireless Hacking. Spoofing. of Privilege/Trust. Physical Security Attacks

- Hanaau Ha xopucHHuKe pauyHape, nametse tenedoune u IOT ypehaje: Ransomware. Virus.
Trojan. Worm. Password attacks. Mobile attacks. IOT security and common vulnerabilities

‘ Crnenndurauuja 3a lapTujy 6poj 2 ‘

3a motpebe BIT 2237 Beorpam peanu3oBaTH CTPYYHHM KYpC ,,, Linuks-OcHoBe oriepaTuBHOr
cucrema™ y Tpajamby mo 32 HacTaBHA 4Yaca (HacTaBHM 4Yac 45 MuUHYTa), a HajKacHWje M0
31.10.2019. rogure. Peanuzaumjom Kypca odyxeaturu cnepefie obnactu:

- Linux cucremcka agMUHUCTpaLHja

- Mucrananuja Linux-a ¥ MEHalMEHT makeTa
- GNU u UNIX komaHnze

- Vpebhaj Linux dune cucrem u Xujepapxuja
- Shell u shell skripting

- Hurepdejcu u 1ecKTon cHCTEMH

- AJIIMMHHCTpaTHBHM 3aJaLH

- EceHuMjanHy CUCTEMCKH CEPBUCH

- OcHoBe ymepexapama

- Bes3benunoct

mleum]mmaunjn 3a IlapTujy 6poj 3

3a notpebe BIl 2237 Beorpaj peanu3oBaT CTPY4HH Kypc ,, base nogaraka MySQL® y Tpajamwy
a0 32 nacraBua yaca (HactaBHM yac 45 MuHyTa), a HajkacHuje 10 31.10.2019. roause.
Peasimzanjom Kypca o0yxpaTuTu criesehe obmactu:

- VYeopn y 0ase nojataka

- HMucranauunja u nokperare MySQL ceppepa na Linux OS

- Hucranaumja n noxperame MySQL cepeepa na Windows OS

- MySQL Workbench

- Kpeupame penauuone 6ase rojaraxa

- Hopmanusaunja

- Jlenopmanusaiuja



Tunosu noxaraxa

ITpumapHu 1 CTpaHy KJbY4eBH
Ocnose SQL-a

IToBesneame nojaraka BuIIe Tadena
Hupexen

[Mornenu Wiew
Yexnaguurene pyTuHe
Vrpaljene dynkumje

Kypcopu u Tpurepu
Tpancakuuje

Kopucuuuy 1 npasa npuctyna
bezbentocTt

Konexuuja

Pennuxaiuja

bexan u Murpanuja



IIpunoz bp. 2

OGpazal u3jaBe o HCNYH-ABAILY YCI0BA U3 4iaHa 75. u 76. 3aKoHa

NOHYDBAYU

Hasus:

Appeca:

IMUE:

Martuunu 6poj:

Texyhu pauyH:

Tenedon 3a KOHTaKT:

Bpoj u natym nonyne 3a jaBHy
Habasiy 6p. 3/2019:

Hasue u agpeca napyuuouna: BII 2237 Beorpan, Bojsoge Crene 445

3aKOHCKH 3aCTYNMHMK moHyhaya y cknany ca unaHoM 77. craB 4. 3aKkoHa, MOJ MyHOM KPUBHYHOM
1 MarepujanHoM oaroBopHouuhy, aaje cnenehy

N3JABY

0 MCIyH-aBatby CBUX ycnoBa W3 wi. 75, u 76. 3akoHa y MOCTYIKY jaBHe Ha0aBKe yciyre oppikapama

cTpyu4Hor Kypca, 6poj 3/2019, u To:

1)
2)
3)
4)

3)

MecTo u patym:

Ionyhau je perucTpoBaH KO/ Ha[JIEXHOr OpraHa, OJHOCHO yIIHcaH y oarosapajyhu peructap;

[Toxyhay ¥ HEroB 3aKOHCKU 3aCTYMHHUK HHUCY OCYhHMBaHM 3a HEKO Ofi KPMBHYHHX J€Na Kao wiaH
OpraHu30BaHe KPUMHHAHE TpyIIe, 1a Huje ocylyBaH 3a KpUBHUHA Jiefia IPOTUB NpHBpPE/E, KPUBUYHA
Jiena NPOTHE HKHUBOTHE CPEIMHE, KPUBUUHO JIENO MPUMAaH-a 1 IaBatha MUTA, KPUBUYHO JEIO [PeBape;

TTonyha4y Huje n3peueHa mepa 3abpaHe 0b0aBibarba JENATHOCTH, Koja je Ha CHash y BpeMe objase
M031BA 32 MOHOILIEHE MOHY/E;

Ionyhau je usmupuo focnene nopese, JONPUHOCE U ApyTe japHe AOKOUHE y CKIaay ca MpornuchMa
PenyGmuxe Cpbuje;

INonyhau je nowroBao obaBe3e KOje MpousWiase W3 BakehMX MponMca O 3alITHTH HA pajy,
3anolubaBary M YCJAOBAMA pajia, 3allTWTH JKMBOTHE CPENUHE M TapaHTyje [a je uManal] npasa
HHTENEKTYaIHE CBOJHHE.

Osnawhieno muue nonyhaua:

{1Me, npe3uMe | IoTnue)
MLIL.
(umrak oTHcak mewara)



OGpazan nonyae

IHpunoz 6p. 3

ITonyna ©6p. ol

OipJKaBaba CTPYYHOT Kypea ¥ rpahaHcTBy —

3a jaBHy HabaBKy yciyre

(nasecmu 6poj napmuje

oonocro napmuja), JH 6poj 3/2019.

MOJAIIM O TIOHYBAUY

Hanomena: nojaTke ynucaTd y npasHoM aeny obpacua

HA3UB MOHYBHAYA:

AJIPECA MOHYBAYA (u ommriHa):

JIUIE 3A KOHTAKT:

TEJE®OH:

TEJL/@AKC:

NOPECKH BPOJ IIOHYHAYA:

EPOJ PAYYHA U KOJ KOJE BAHKE:

MATHYHH BPOJ:

PETHCTAPCKH BPOJ

HIUDPA NEJATHOCTH

OAroBOPHO JIMLIE:

OJIOBOPHO JIMOE INOTBPBYJE M JUYHO JEMYHM A CY JOKYMEHTA
IMPUJIOKEHA V¥3 INIOHYAY BEPHA OPUIHHAIY HW A CY, HA JAH
NOJHOINEKA IIOHYAE, BAKERA Y IOIVIEAY YHWIBEHUIIA HW3HETHUX V

IBUMA.

MecTto 1 gatym:

(unrax oTHeak nevara)

Oenawheno nuue nonyhava:

HMeE, Pe3nMe H NOTIHC
p




I OBPA3AI[ IOHYJIE CA CTPYKTYPOM IIEHE 3A IAPTHUJY BPOJ 1

Hazus:
Iogamy o Appeca:
nonyhady bpoj nonyne:
Jatym cactaBbarba NOHYZE:
; Jenunuuna Jeguuuuna
IIpeamet nabapke nmo | Jenunuua K 6
e Gl eS8 onuYuHa 1ieHa 6e3 1ieHa ca
= B I1/1B-a I11B-om
= Peanmsanmja Kypcea — 1
o E ' “
= » ETHUKO XaKOBAHE
-% Vxynaun usnoc 6e3 I171B-a:
b=
% Crona I1/IB-a:
= .
Hznoc IT111B-a:
Yxynua spegnoct ca II/IB-om:
Kpajmn pox peammsamuje (Hajxacuuje no 31.10.2019.romume.) je JlaHa of
natyma mnpujema HapynOenune (patym npujema Ha NMOBpaTHHLUM KOjU je €BUAEHTHpaH Off
CTpaHe NMpumMaoLa).
Pox nnahama (He moxxe Outh kpahu ox 30 pmaua) je JlaHa O]l /laHa N0CTaB/batba
pauyHa y NeIOBOACTBO HApy4HOLa.
IMoryna sBamu (majmame 60 maHa of JaHa oTBapama MOHYAE) laHa oj JaHa
OTBapara MoHy/a.
MecTto n3Bpuuera (HaBECTH agpecy peanusauuje Kypca):

Hanomena: y nomwy ,Kpajrsll pox peanuzayuje™ ne ynocumu 0aniym Hezo MaKcUMaIHu 6poj 0ana Heonxodau 3a
peanusayujy kypea (unp. 90 dana).

MecTto u maTym:
Y Ognaurheno nuue nonyhaua:

(1me, npe3ime 1 moTIIC)
MLIT.
(unTak oTHcak nmewara)



Hazug:

TMogauy o Anpeca:

nonyhasy Bpoj nonyne:

,IlaT}’M cacTtaBJbara MOHYOE!:

CTpaHe MpuMaocLa).

; ; - JenuauuHa JeguHuyHa
IIpeamer Habagke no | JenuHuua
e s Konmmyuna 1leHa Oe3 LIeHa ca
oI opo] 2 Mepe I11B-a I1/IB-om
& Peanuzaumja Kypea
= : JMne 1
= OIEpaTUBHOT
« cucrema’
=
[a | Ykynan usnoc 0e3 [1/IB-a:
&
=) Crona I1]1B-a:
Wsnoc T1]IB-a:
Yrynua speauocr ca IIJIB-om:
Kpajmu pox peammsanuje (uajkacuuje no 31.10.2019.romune.) je JlaHa of

natyma npujema HapynOenuue (maTtym npujema Ha MOBpAaTHHULM KOjU je EBHACHTHpaH OJ

Pox miahama (He moxxe 6utu kpahu on 30 pana) je
patdyHa y JIeIOBOACTBO Hapy4HOLIa.

JaHa o4 JaHa JocTaBJ/kamka

OTBapama MNoHya.

Tlonyna Baxu (Hajmame 60 mana on jaHa OTBapama MOHYIE)

JaHa oI naHa

MecTo nsspiues-a (HaBECTH aipecy peanusaluje Kypca):

Hanomena: y nomy ,kpajiou pox peanusauuje” ne ynocumu danym Hezo MakcUManHu 6poj 0ana Heonxodan 3a

peanuzaiufy kypea (nnp. 90 dana).

MecTo 1 gatym:

MLIL.

Ognamheno nuie nonyhaua:

(unTar oTHcak nevyara)

(1Me, Ipe3nMe I TIOTITHCE)




OBPA3AIl ITIOHY/IE CA CTPYKTYPOM IIEHE 3A ITAPTHJY BPOJ 3

Hazus:

Tozauu o Apnpeca:

HoHyhady bpoj nonyne:

Hatym cacraesbama NoHye:

S JenunudHa Jenunuuna
IIpenmer Habaeke no | Jenuauua K
HApTHI 6p0; 3 Mepe OJHYAHA ueHa 6e3 1ieHa ca
: it I1]IB-a T1IB-om
¢ | Peasmszanmja Kypea
S_. ,,base momaraka June 2
‘g MySQL*
E Ykynau uzHoc 6e3 [1/]B-a:
=%
« Crona I1/IB-a:
=
Wznoc I1]IB-a:
Yrynua speguoct ca IIAB-om:
Kpajmu pox peanmsanmje (Hajkacauje mo 31.10.2019.ropgune.) je JaHa of

patyma npujema HapypOenuue (matym mnpujemMa Ha TOBpaTHULU KOjH je €BUACHTUPAH Of
CTpaHe MpHMaoua).

Pox nnahama (He moxxe 6utu kpahu on 30 mana) je JaHa o] JaHa AOCTaBJhama
padyHa y 1eJIOBOACTBO Hapy4YHoLa.

IMonyna Baskm (HajMame 60 maHa o jaHa OTBapawa IOHYy/E) JaHa on pJaHa
oTBapama MoHya.

Mecro uzppuena (HaBecTH aipecy peanusauyje Kypca):

Hanomena: y nomy ,,xpajiott pox peanusaytije” ne yHocumn oamym Hezo MakcUManny opoj 0ana Heonxooan ia
peanuszanujy kypea (unp. 90 oana).

Mecto u patym:
i Ognawheno nuue nonyhaua:

(ume, npesumMe 1 MOTANC)
MLIT.
(unTak oTHcaK nevara)
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