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Bpcra noctynka jasHe HabaBke: JapHa HaGaBka Malle BPEZIHOCTH
Bpcra npeamera: Yenyra
Tipeamer

[Mpenmer japHe HabGapke mane BpeaHocTH Opoj 5/2019 je naGaBka yciyre KoHcynatauuja y
obnactu HHpopmanrone Oe3benHocTH W cajdep ondpane w3 Ilpunora op. 1. cnenudukanuje.

Caaka oJ1 japHuX HabaBku yciyra ono6peHa je [lnanom jaBHux Habaexu 3a 2019. roguny y MO u
BC (akt Ynpage 3a HabaBke u npoaajy CMP MO, 6p. 50-52 on 05.03.2019. roause).

Kpurepujym

W360p HajnoBosbHUje noHyae he ce W3BpLIMTH NPUMEHOM KpUTepHjyMa «HajHH:ka nonyhena
oeHay.

Vkonuko asa wiM Buuie nonyhava Oyny Mmanu MCTH KOHavyaH paHT, HajlIOBOJEHU]U hie 6UTH OHaj
Koju Oyne OWo Gosbe paHTMpaH Mo HajHUKO] NoHY)EHO) LieHH.

O0aBe3nH yc/IOBH 3a yuemhie y nocTynky jaBHe HaGaBke

CxoaHo unany 77. ctag 4. 3akoHa, a y Be3M ca wiaHoMm 75. U 76. uctor 3akona, nonyhau
JIOCTaB/ba yPeIHO TIOTIIHCAHY M OBepeHy M3jaBy KOjoM, NoJ MyHOM KPMBHYHOM M MaTepHjajHOM
oarosopHolufy, nokasyje McrnymweHocT obape3Hux ycnoBa npeapuheHux 3akoHOM paau yyelnha
y nocTynKy jasHe naGaeke. O6pasai M3sjase noctasibet je y npunory 6p. 2 osor [osusa.



VY cayuajy HenoTnHcHBamka HaBeJene M3jase ol cTpane nonyhaua, nonyna he ce cmarparu
HencnpaBHOM H Hehe OuTH y3era y pazmaTpame.

Kpajwu pok u3Bpuiewa ycnyre Hapyuroua je 31.10.2019. roqnne.

HaunH noagHomema NOHY/AC H POK 3a OJHOLICHE

[Tonyna ce cacTtaBisa Tako WTO noHyhau ynucyje Tpaxkene nopatke y obpacue Koju cy cacTaBHH
Je0 MO3WBa 3a MOJHOLIee NoHyaa. [TokesbHO je na CBH AOKYMEHTH TOJHETH Y NMOHYAH Oyay
NoBe3aHH TpakOM Yy LeIuHy M 3anedahieHd, Tako [da ceé He MOy HakHaJHO yOauuBaTH,
OACTpabHBATH HIIM 3aMEH-HBATH HOjejl}'IHa'-iH}'l JMCTOBH, OOHOCHO IIpWIIO3H, a Ja ¢€ BHIAHO HE
owiteTe NMCTOBM M neuat. [lonyhay noaHocu nonyny y 3aneyaheHoj KOBEPTH, Tako Ja ce NpH
OTBapaby MOKe MPOBEPUTH J1a JIH je 3aTBOPEeHa OHAKO KaKo je npejara.

[NMoHyny mocTaBUTH Ha aapecy Hapyuuoua: BIT 2722 Beorpan, Pamka 6p. 2. 11000 Beorpan, ca
HA3HAKOM:
»JaBHa HabaBKa Malie BpeqHOCTH-Hapyubenuua opoj 5/2019 - HE OTBAPATH.

Ionyaa ce cmarpa 6.1aroBpeMeHOM YKOJIHKO je NPHMJ/beHA oJ] cTpaHe Hapy4uona xo 10.00
gacoBa aaHa 04.07.2019. roquHe y 1e10BOACTBO HAPYYHOLA.

[ToHyna kojy Hapy4Miall HHje NTPHMHO y poKy oapejeHOM 3a NojHOLIE:E NOHY/1a, OMHOCHO Koja
je TpHMJbEHa MO MCTEKy AaHa M cara JI0 KOjer ceé MOry MOHyde TOJHOCHTH, cMmarpahe ce
HeO1aroBpeMeHoOM.

MecTo, BpeMe H Ha4HH 0TBapama NOHyde

JaBHo orBapame OsaroBpemMeno aocmeqnx nonyaa he ce oGaBHTH Yy mnpocTopHju
papy4uHona — BIT 2722 Beorpan, nana 04.07.2019. roquse y 11,00 wacora.

Peamuzatop he BpaTHTH cBaky HeOsaroBpeMeHO MOJHETY MOHYAY HEOTBOpeHy noHyhady, ca
HAa3HAKOM [1a je NoJiHeTa HebnaroBpeMeHo.

[IpucyTHH nNpeAcTaBHMUM nNoHyhada, npe mnoveTka jaBHOr OTBapama MOHYJAA, peanu3aTopy
BIT tpeba na nocrare nucMeHa opnawhema (nyHoMmohja) 3a akTMBHO ydemhe y mocTynky
oTBapama noHyzaa. [Tucmeno ornawherwe Mopa UMaTH 3aBOJHHU OpojeM ca 1aTyMOM M3/1aBaiba,
ne4yaToM W noTnuc opnamhenor nuua nonyhauqa.

Ha ocHOBY HM3BelITaja O CTPY4YHOj OLEHH NOHyAa, Hapyuunau he noHerw Opnyky o gonenu
Hapyybenune y poky He ayxem oa 10 (mecer) naHa oa AaHa OTBapawba IMOHYJa W HCTY
JIOCTABHTH CBHM TOJHOCHOLIMMA.

Pok 3a MoJHOLIEHe 3aXTeBa 3a 3alUTHTY rpaea noxwyhaua je 5 naHa ox JaHa npujema olyKe O
nonenn Hapyubenune (kao naTtym Inpujema OAJIyKe y3uUMa ce JlaTyM IpHjeMa OIyKe KOjH je
eBHJIEHTHPAH O] CTpaHe TpuMaoua), oajyka ce objaBibyje Ha [Toprany jaBHux HaGaBku PC 1 Ha
WHTEPHET CTPaHHULIH MO.



[Tpunosu:

- Ilpunor 6poj 1 - Cneundukaumje yciuyre KoHcyaTauMja y obmactH uHOpMaIMoHe
Oe3benHocTH | cajbep onbpate,

- ITpunor 6p. 2 - O6pa3zau nzjape 0 UCIYHABalby YCJI0Ba U3 unaHa 75. u 76. 3akoHa U

- IIpunor 6p. 3 - Obpasan noHyae.

BHAK/Ch O OBJIAINREBY HAYEJTHAHKA
" ,L‘ f(& R HHK
3 : Bureszosnh
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YmuoxeHo y 5 (neT) npumepka
M I0CTABJLEHO:

- Ecentrih d.o.0.,bynerap Muxajna [lynuna 117, 11000 beorpan

- ATC (Admin Trainig Center), Ctpynentcku 1pr 4, 11000 beorpan,
- Uudopmaruka a.a. yiu. Jespejcka 6p. 32, 11000 Beorpan,

- PLL MO (y3 McnnaTHy LOKYMEHTALUWjy),

- peanuzatopy HabaBKe U

- ala.



1. ObaBe3e KoHCYITaHTa
(neraspHMjE pa3paguTH
AKTHBHOCTH)

OHcynTaHT je obaBe3aH Aa oAp)KH YBOOHE KOHCYITalHje (TpaHcdep 3Hamba) y
Tpajawy o1 40 yacoBa HajkacHHje 10 Kpaja okToOpa 2019. ronune.

Ilpunoz 6p. 1

CIIEHUOUKAIIMJA
Yeayra koucyaraiHja y 06aacTu undopmannone 6esbennocTu u cajoep onbpane u
NpHMeHA AKTYeTHHX KOHIenaTa 3amrHTe pagynapekux cacrema no CompTIA Cyber Security

Analyst nporpamy

®dpoHTaliHe KOHCcyNnTauurje (TpaHcdep 3Hama) 3a 4 nuua y Tpajawy oa 40 gacosa
onpxat 1o cnenehem miany:*
— VYnpaeibame npeTHhaMa H pH3HIMMa

Marmpasse Tononoruje (Topology discovery)

Onpehuramwe oneparusHor cuctema (OS fingerprinting)

Manupate cepsuca (Service discovery)

Cuaumamnse nakera (Packet capture)

Ilpukyneame DNS 3anuca (DNS harvesting)

[lpukyrsabe E-mail 3amca (E-mail harvesting)

Ipodunucame npeko apymTeeHnx Meauja (Social media profiling)
Texnuke counjanHor uwxemwepunra (Social Engineering (phishing,
eavesdropping, tailgating...))

Amnanuza pesynraTta n1odujenux u3uhamem mpexe (Analyzing results
of network reconnaissance)

MmnnemeHTauuja oaropapajyinx Mepa Ha OCHOBY HAEHTH(OHKOBAHHX
npetiu (Implementation appropriate response and countermeasures
based on identified threats (system isolation, jump box, honeypot....))
Konient nenerpaimjckux tectopa (Explain penetration testing)
Konuent peBepsHor urwxemepunra (Explain reverse engineering)
Konrent npouene puzuka (Explaining risk evaluation)

—  VYmnpae/bame parbUBOCTHMA CUCTEMA

Hnenrtupukosame HopMaTHBHHX 3axTeBa (Identification of
requirements (regulatory environments, corporate policy, data
classification, asset inventory))

YernocTaB/bame MepHoaHYHOr ckeHupamsa (Establishing scanning
frequency)

Aunanusa pesyarara 100HjeHHX NpoleHoM palbuBocTH (Analyzing
results of vulnerability scans)

Hnentudrkoparse H3yzeTaka i naxHuxX y30yHa (Identifying false
positives, exceptions)

Banupaimja pesyiraTta ¥ Kopenaimja ca OcTajIdM H3BOpHMA Io/iaTaka
(Validation of results and correlation with other data points)
[Mopehiewe Hajuemthux pambHBOCTH Hal)leHUX YHYTap MpeKHE
uHppactpyktype (Comparing and contrasting common vulnerabilities
found within organization’s servers, endpoints, network infrastructure,
network appliances, virtual infrastructure, mobile devices...)

— PearoBame Ha cajOep MHIIMIESHTE

Knacudukammja npetwsu (Threat classification (known threats vs
unknown threats, zero day, APT...))

JHepunucarme Gakropa KOjH yTHYY Ha IPHOPUTETH3ALIH]Y HHIIM/IEHATA
Ha OcHOBY wuxoBe 030wsHOcTH (Defining factors contributing to




incident severity and prioritization (scope of impact, downtime,
recovery time, types of affected data))

Opnabup u ynorpeba onrosapajyhux dopensuuxux anara (Selecting
and using appropriate forensic tools)

KomynuKallHja TOKOM pearopara Ha 6e30eiHOCHE HHIIHOEHTE
(Explaining importance of communication during incident response
process with stakeholders)

Amnanuza HajuerthiX CUMITOMAa HHIMAEHTA Y WBY ofabupa mpasor
Kypca aKiuje 3a pearobame Ha HHIMAEHT (Analyzing common
symptoms (bandwidth consumption, irregular communication, rogue
devices, hardware consuptions) in order to select the best course of
action to support incident response)

Cymupame dasze onopapka 021 HHIMIAEHTA U palibe HAKOH pearopama
na uHimaenT (Summarize the incident recovery and post-incident
response process)

Texuuke uzonauuje nanmaenTa (Explain containment techniques)
Texuuke cananuje (Explain eradication techniques)

IMpouec Banuaauuje (Explain process of validation)

Kopexrusne mepe (Explain corrective actions)

Canpykaj uzsewtaja o uHuuaenty (Describe incident summary report)

— besbennocHa apxUTeKTypa H Ipylie ajaTa

Mebhyzasuchoct nzmelly ppejmpopka, nonuca u npouenypa (Explain
the relationship between frameworks, common policies.controls and
procedures)

Tporec npejutarata HaYHHA 3a peMeIHjaiHjy 6e36eTHOCHHX
npobJieMa Be3aHHMX yrpaBJbamwe npuctynoM v uaenrturetuma (Explain
how to recommend remediation of security issues related to identity
and access management)

Permsnja GezdenHOCHE apXHUTEPKTYpE U Mpe/iarame uMIjeMeranmje
Mepa (Reviewing security architecture and recommending
implementation of compensating controls)

WmremenTanmja nodpe npake cy cBuM ¢azama )KMBOTHOT LIMKITyca
paszBoja codreepa (How to apply best security practices in SDLC)
ITopehere paznu4yuTHX anaTa M TeXHHKa U3 JOMeHa cajoep
6e3bennocta (Comparing various cybersecurity tools and techniques)

Yxynuo: 40 (ueTpaecer) yacosa.

2. Bpoj nuua (HaBecTH 3a
konuko nuua w3 HIKCHUII
(nm winpe w3z Mo u BC)

Koncynraimjama je odyxsaheno 4 nuua.

3. HaBecTH KOJIHKO caTH
aHTaKoBaH-a JaBaolia

yeiyre

Koncynrant je obape3saH Ja onpky (ppoHTAIHE KOHCyNnTauuje (TpaHcdep 3Haba
M3 JJomeHa uHpopmanmoHe 6e3benHocTH) y Tpajamy oa 40 vacoBa HajkacHH]je 10
kpaja okrobpa 2019. rogune.

4. Bpeme onpikaparba
KOHCynTaruja (OKBHpHH
TepMHHM Kaia 6 koja
KOHCynTalHja 6una
peayiuzoBaHa ja He Ou
OWI0 MpeKJianarka 3a HeTa
JIALA y BHIIE
KOHCYNTalHja)

Komncynralmje peanuzoBatH 10 kpaja oktobpa 2019. ronune. YKynHO Tpajame
KoHcynTauuja usnocH 40 yacosa.

Hanomena: Ceakn yac KOHCYATanHja je y Tpajamy o 60 (me3gecer) ManyTa

5. Mecrto 1 onpema 3a
OJIp’KaBamk-e KOHCYJITalH]ja
(pan Ha pecypcumMa

KM CHIT unu xon
Jlapaolia yciyre)

Koncynraimje fie OuTH oapikaHe y IpocTOpHjaMa KOHCY/ITAHTa H Ha ONPeMH
KOjOM pPacrojiayke KOHCYNITAHT.

6. IlpouemeHa BpeIHOCT
yenyre y PCIQ




Ilpunoz 6p. 2

OGpasan u3jaBe 0 HCIyH>aBamby YC/I0BA U3 Wiana 75. i 76. 3akona

IIOHYDBAY

Haszug:

Apnpeca:

ITUB:

MaTtununu 6poj:

Texyhu pauyn:

Tenedon 3a KOHTAKT:

Bpoj 1 1aTym MoHyJe 3a jaBHY
HabaBky 6p. 4/2019:

Hazue u anpeca Hapyuuoua: BII 2722 beorpan, Pamxka 6p,2

3aKOHCKH 3aCTyNHUK noHyhaua y ckiaiy ca diaHoM 77. cras 4. 3aKoHa, 10J1 IYHOM KpHBHYHOM
M MaTepHjajiHOM oaroBopHouly, naje cnenehy

H3JABY

O HCITYHaBatby CBHX YC/I0Ba U3 Wi 75. 1 76. 3aKoHa y NOCTYIKY jaBHe HabaBKe yCiyre KOHCyJITalMja y
obnactu nadopmarmone Ge3dbennocTy U cajoep oadpane, JH 6poj 52019, 1 To:

1y

2)

3)

4)

5)

MecTto 1 naTym:

[Monyhay je perdcTpoBaH KOJI HaIJIEXKHOT OpraHa, OAHOCHO YTIHcaH y oAroeapajyhu perucrap;

[Monyhay W HEroB 3aKOHCKH 3aCTYNHHUK HHCY OcyMBaHHM 3a HEKO OJ1 KpPMBMYHMX Jena Kao 4JiaH
OpraHM3oBaHe KpHMHHATTHE IpyIie, [1a HHje ocyl)HBaH 3a KPUBHYHA Jle1a IPOTHB NMPHBPE/IE, KPHBHYHA
JieNIa POTHB YKHBOTHE CPEIMHE, KPUBHYHO /1610 NPHMarka | [IaBarba MUTA, KPUBHYHO JIEJI0 NIpeBape;

INonyha4y Huje W3peueHa Mepa 3abpane obaBibarba JENATHOCTH, KOja je Ha CHasM Y BpeMme oOjaBe
IMO3MRBAa 3a NO/IHOUICHE INMOHYE;

[Tonyhay je U3MMpHO JOcTieNie TIopese, JONPHHOCE W Apyre jaBHE JaKOHHE Yy CKIady ca NporHcHMa
Penybonuke CpOuje;

[Monyhau je mowroBao obaBese Koje MpoM3WiIase W3 BaxehMX Mpomuca o 3alITHTH Ha pajy,
3anoL/baBakby ¥ YCJIOBMMA pana, 3alllTHTH JKMBOTHE CpeIMHE M rapaHTyje Ja je MMmanall npasa
WHTEJIEKTYaJIHE CBOJMHE.

Ognawheno nuue nonyhaya:

(1Me, npe3ume H NOTIHC)
MLII.

(uuTak OTHCAK nevyara)



Illpunoz ép. 3

O6pa3zan noHyne

[lonyna ©p. o 3a jaBHy HabaBKy yciayre
KOHCyJITaluja y obnacti nHbopmaurore 6e36enHocTy M cajbep oabpane 3a JH 6poj 5/2019.

NOJAIIHA O IOHYBATY

Hanomena: nojartke ynucaTtu y npasHom aeny obpacua

HA3HB NIOHYDBAYA:

AJIPECA IOHYBAYA (1 onmTHHA):

JIMIIE 3A KOHTAKT:

TEJIE®OH:

TEJL/®AKC:

MNOPECKH FPOJ IIOHYBAYA:

BPOJ PAYYHA H KOJI KOJE BAHKE:

MATHYHH BPOJ:

PETHCTAPCKH BPOJ

HIHOPA NEJATHOCTH

OAI'OBOPHO JIMIIE:

OAI'OBOPHO JMIE IOTBPHYJE H JIMYHO JEMYH JA CY JOKYMEHTA
NPUJIOKEHA Y3 IIOHYAY BEPHA OPHI'HHAJNY H A C¥Y, HA [JAH
IMOJHOOIEEKBA IIOHYIE, BAXERA Y HOIVIEAY YHUILEHHMIA H3HETHX VY
IbHMA.

MecTo H naTym:
¥ Ognawheno nuue nonyhaua:

(1me, Ipe3HMe W NOTIIHC)
MLII.

(uMTak oTHCak neyara)



BT ~ OBPA3AIIIOHYJIE CA CTPYKTYPOM IEHE

Hazus:

Ionauu o | AApeca:

HoHyhady Bpoj nonyne:

JlaTtym cactapbatba NOHYAE:

Jenunuuna JenuHu4Ha
Konuuuna ena 6es lleHa ca
I1]IB-a [1J1B-om

Jenunuua

Ilpeame aBK
peaMet HabaBke A

Venyre KOHCyaTanuja
| yobnactu

| undopmamone

| GesbennocTH M cajbep | kommrer 1
| onbpane (40 wacoea
| 3a 4 nua)

Vkynau uznoc 6e3 [1/1B-a:

JHMB BP. 05/2019

| Crona 11J1B-a:

Hznoc IT]IB-a:

Yxynna spexnoct ca IL/[B-om:

Kpajmn pox peammsaumje 31.10.2019. roxune ox natyma npujema HapyuGenunue (natym
npHjema KojH je eBHACHTHPaH OJ1 CTpaHe IIpUMaotia).

Poxk niahama (He Mmoxxe OuTH kpahu o1 30 1aHa) ol NaHa NOCTaBJbarba pavyyHa y AeJIOBOJACTBO
Hapy4Houa.

IHonyaa Baxu (HajMaibe 60 nana oA JaHa OTBapawa MOHYJE) JaHa Ol JaHa
OTBapara MoHyla.

MecTo H3BpIIEma (HABECTH aapecy peannsanuje Kypea): beorpan, Hemamnna 15.

Hanomena: y nosy ,Kpajru pox pearusayuje’ He ynocumu 0amym Hez0 MAKCUMALHY OPoj dana HeOnXo0aH 3a
peanusayujy Kypca (nnp. 90 dana).

MecTo K naTyM:
St Oenawheno nuue nonyhaya:

(¥Me, Npe3UMe H MOTIHC)
MLII.

(4MTaK oTHCAK nevara)



