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IIO3UB 3A IIOJHOUMELE ITOHY JA

Ha3zur Hapy4uoua: BojHa momTa 1125 Beorpan
Anpeca Hapy4duoLa: Hemamwuna 6p. 15, beorpan
MHTepHeT cTpaHuLla Hapy4yHoLa: www.mod.gov.rs
BpcTa HapyuHoua: OpraH ap>aBHe ynpaBe
Bpcta noctynka HabaBke: HabaBka Ha Kojy ce He mpuMemYyje 3aKOH O
jaBHMM HabaBKaMa
Bpcra npeamera: VYcenyra
IIpeamer:

ITpeamet jaBHe HabaBke Op. 4233-01-02/2021 - Kypc VMware NSX — Uncranauyuja,
xoHdurypauuja u ynparssame (Install, Configure, Manage). OPH mmdpa - 80530000 - Venyre
CTpy4HOT ocnocobJbaBama (Ha3uB U O3HaKa W3 omuuTer peuruka JH).

Cneundukanuja yeayra

Kypc VMware NSX — MHcranauuja, xoHdurypauuja u ympaesbame (Install, Configure,
Manage).

Kypc ce mopa u3BoauTu y ueHTpy 3a 00yky nonyhaua
(beorpan). 3Bohau kypca MOpa UMaTH cepTU(UKAT 3a
peanuzauujy Kypca: VMware Certified Instructor, 3a mira je
NOTPEOHO NMPUJIOXKUTH 3BaHUYHY TOTBPLY.

1. O6age3ze nonyhaua

2. Bpoj nuua xopucHuKa 10 (mecer).

3. Bpeme aHraxoBama Kypc opranusoBatu y Tpajamy 10 MakcuMaiHo 10 paaHux maHa.
JaBaola ycyyre

4. Bpeme onpxapamwa Kypca | Kypc opranuzoBatu y mnepuomy  13.09.-29.11.2021.roguse.
(OKBUPHHU TEPMUHH) Kypc 3aBpuuTi Hajkacauje 10 30.11.2021. rogune

5. MecTo onp>kaBama ITpocTopuje nonyhaua (beorpam)

Kypc VMware NSX — HucTananuja, koHurypanuja u ynpassame (Install, Configure,
Manage). Kypc HamemeH 3a 10 monazanka.

VMware NSX. Kypc mopa o6yxBaratu cnenehe teme:

1. Course Introduction ¢ Introductions and course logistics * Course objectives

2. VMware Virtual Cloud Network and NSX-T Data Center ¢ Introduce VMware’s Virtual
Cloud Network vision * Discuss NSX-T Data Center solutions, use cases, and benefits « Explain

NSX-T Data Center architecture and components ¢ Describe VMware NSX® product portfolio
and features » Explain the management, control, data, and consumption planes and function
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3. Deployment Preparing the NSX-T Data Center Infrastructure * Describe NSX Management
Cluster ¢ Deploy VMware NSX® Manager™ nodes on VMware ESXi and KVM hypervisors °
Navigate through the NSX Manager Ul « Explain data-plane components such as N-VDS,

transport nodes, transport zones, profiles, and more « Perform transport node preparation and
establish the data center infrastructure ¢ Verify transport node status and connectivity

4. NSX-T Data Center Logical Switching  Introduce key components and terminology in logical
switching ¢ Describe the function and types of L2 segments ¢ Explain tunneling and the
GENEVE encapsulation * Configure logical segments and attach hosts using NSX Manager Ul »
Describe the function and types of segment profiles « Create segment profiles and apply them to
segments and ports * Explain the function of MAC, ARP, and TEP tables used in packet
forwarding « Demonstrate L2 unicast packet flow * Explain ARP suppression and BUM traffic
handling

5. NSX-T Data Center Logical Routing * Describe the logical routing function and use cases ®
Introduce the two-tier routing architecture, topologies, and components ¢ Explain the Tier-0 and
Tier-1 Gateway functions ¢ Describe the logical router components: Service Router and
Distributed Router * Discuss the architecture and function of VMware NSX® Edge™ nodes *
Discuss deployment options of NSX Edge nodes « Configure NSX Edge nodes and create NSX
Edge clusters ¢ Configure Tier-0 and Tier-1 Gateways * Examine the single-tier and multitier
packet flow « Configure static routing and dynamic routing * Enable ECMP on Tier-0 Gateway °
Describe NSX Edge HA, failure detection, and failback modes

6. NSX-T Data Center Bridging ¢ Describe the function of logical bridging « Discuss the logical
bridging use cases « Compare routing and bridging solutions * Explain the components of logical
bridging * Create bridge clusters and bridge profiles

7. NSX-T Data Center Security ¢ Introduce the NSX-T Data Center security approach and model
* Describe the micro-segmentation benefits and use cases * Describe the Distributed Firewall
architecture, components, and function * Configure Distributed Firewall sections and rules ¢
Describe the Gateway Firewall architecture, components, and function * Configure Gateway
Firewall sections and rules * Describe URL analysis and distributed intrusion system importance
and use-cases. * Describe the service insertion functionality for east-west and north-south
security * Discuss the integration and benefits of partner security solutions with NSX-T Data
Center.

8. NSX-T Data Center Services * Describe NSX-T Data Center services * Explain and configure
Network Address Translation (NAT) and NAT 64 « Explain and configure DNS and DHCP
services * Describe the load-balancing function, topologies, components, and use cases ®
Configure L4-L7 load balancing ¢ Discuss the IPSec VPN and L2 VPN function and use cases *
Configure IPSec VPN and L2 VPN using NSX Manager Ul

9. NSX-T Data Center Monitoring * Explain the importance and functionality of VMware NSX®
Intelligence™ ¢ Navigate through the NSX Topology Ul and identify the various key elements in
the UI  Discuss the importance and use-cases of alarms and events

10. NSX-T Data Center User and Role Management * Describe the function and benefits of
VMware Identity Manager in NSX-T Data Center * Integrate VMware Identity Manager with
NSX-T Data Center * Integrate LDAP with NSX-T Data Center ¢ Identify the various types of
users, authentication policies, and permissions * Use role-based access control to restrict user
access * Explain the built-in roles in VMware Identity Manager and role assignment to users
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11. NSX-T Data Center Federation + Introduce the NSX-T Data Center Federation key concepts,
terminology, and use-cases. * Explain the onboarding process of NSX-T Data Center Federation
* Describe the NSX-T Data Center Federation switching and routing functions. » Describe the
NSX-T Data Center Federation security concepts and routing functions

Kpurepnjym:

W3bop HajmoBoJbHMje TNOHyne fie ce W3BPLIUTH IPHUMEHOM KpHUTEpHjyMa ,,EKOHOMCKH
HajNOBO/bHH]A MOHYAa-HAJHHKA eHa“ ol moHyeHux ceprudukoBanux Gpupmu.

Hpeyznmame II0O3MBa 3a JOCTAaB/balk€ NMOHYdA:

[To3uB 3a noCTaB/bame MOHYAA y €NEKTPOHCKOM OONHMKY je jaBHO HOCTYNHA Ha 3BAHWUYHO]
WHTEPHET CTpaHMUU MuHHucTapcTBa ogbpane: www.mod.gov.rs (www.nabavke.mod.gov.rs).

Haunn NOAHOIIECHA IMOHYA€ U POK 32 MOJHOLUEHH€:

[Tonyny mocTaBUTH Ha afpecy Hapy4yHoLa:

BI 1125 Beorpaa, Hemamuna 6p. 15, 11000 Beorpax ca nazHakom
ITonyna 3a na6asxky Kypca VMware NSX — Hucrananuja, KOHGHUrypanuja u ynpaBjbame
(Install, Configure, Manage) 6p. 4233-01-02/2021 - HE OTERAPATH*.

[Tonynma ce cmaTpa 651aroBpeMEHOM YKOJIHKO je NMpUMJbeHa Of CTpaHe Hapyduoua go 11,00
yacoBa JaHa 26.07.2021. ronuHe.

[ToHyna Kojy Hapy4unal HHje IPUMHO Y POKy OfpeleHOM 3a IOJHOMLIEH:E MOHY/a, OJHOCHO Koja
Jje TpuMJbeHa MO MCTEKy [aHa M caTa N0 KOjer ce MOry MOHyIe IONHOCHTH, cMaTpahe ce
HeOIaroBpeMeHOM.

MeCTO, BpeéMe H HAYHH OTBapamka MOHYyaAe:

JaBHO oTBapame 6JaroBpeMeHO NOCNENMX MOHyAa obaBulie ce y mpocTopujama Hapyqyuoua —
3rpazga 5. MO, HemamwuHa 15, nana 26.07.2021. roquune y 11,30 gacosa.

Komucuja napyunona spatuhe cBaky HeGJIaroBpeMeHO IOAHETY MOHYAY HEOTBOPEHY MOHyhauy,
ca Ha3HaKOM Jia je TIOAHeTa HeOJIaroBpeMeHo.

[IpucyTHu npeacTaBHULM MOHYhava, Mpe MoYeTKa jaBHOT OTBapama MoHyaa, komucuju BIT 1125
Beorpan tpeba na nocrase nucmeHa opnamhema (myHoMolija) 3a akTHBHO y4einhe y mocTynky
oTBapama noHyna. Ilucmeno opnamheme MOpa MMaTH 3aBOAHM NeyaTr ca OpojeM W JaTyMOM
U3/laBama, 1e4aT U NoTNnuc oBnauheHor guua nouyhaya.

Ha ocHoBy M3BemTaja 0 CTpy4HO] OLEHHM NOHyZHa, Hapyuuiay he gonetn OmiIyKy o monenu
Hapyu6ennue y poky He myskem on 10 (meceT) naHa of JaHa OTBapama MOHyna. HapeaeHy
Onnyky Hapy4unan he 10CTaBUTH CBUM TOJHOCHOLMMA MOHY/a HajKaCHUje Y POKY O TPU JaHa
O[] laHa HEHOT JOHOLIEHA.
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IMpunosu:
ITpunor 6p. 1 - O6pasan u3jase 0 UCMyHaBamwy YCIOBa
[Tpurnor 6p. 2 — O6pasall noHyne.

JIB/ITM

uh, QU HHK.

JlocTaBJbeHO: -
- PII MO y3 ucnnatHy AOKyMEHTaLK]y,
- Camoctanau pedepeHT 3a KlbUTOBOJACTBO-01arajHuK,
- Hocwunan pacxona (Mj Hparan Ctankosuh)

p
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Ilpunoz op. 1

OO0pa3an u3jaBe 0 HCIYEHaBamby YCJI0Ba

IIOHYBAY

Haszus:

Anpeca:

[INb:

Matuunu 6poj:

Texyhu pauyH:

TenedoH 3a KOHTAKT:

Bpoj u natym nonyne 3a HaGaBKy
Op. 4233-01-02/2021:

HasuB u agpeca Hapyuuoua: BII 1125 Beorpan, Hemamwuna 15.

3aKOHCKM 3aCTyNMHHUK MOHylhaya moj IMyHOM KPMBHYHOM M MaTepHjajiHoM omropopHomhy, naje
cienehy

N3JABY

0 MCIyHaBakby CBHX YCJIOBa y NMOCTYIKY HabaBke 6poj 4233-01-02/2021, u To:

)

2)

3)

4)

5)

MecTo u gaTym:

ITonyha4 je perucTpoBaH KoJI HaJJIeXKHOT OpraHa, OTHOCHO YIHCaH y Ofroapajyhiu perucrap;

ITonyha4 ¥ HEroB 3aKOHCKM 3aCTYIHHK HHCY OCYHHBaHW 3a HEKO Ol KPMBHMYHHX J€ja Kao uJaH
OpraHH30BaHe KPUMUHAIIHE TPYTIE, 1a HUje oCyhMBaH 3a KpUBHYHA 1eNa NPOTHB NPUBPE/E, KPUBUYHA
Jiefia POTHEB YKUBOTHE CPEIMHE, KPMBUYHO JIENI0 NPHMarba 1 JJaBarba MUTA, KPUBHYHO JIEJIO PEBApE;

[Tonyhauy Huje uspeueHa Mepa 3abpaHe oOaBibara [EIATHOCTH, KOja je Ha CHasu y Bpeme objaBe
T031Ba 32 NOJHOLICH:E MIOHY/IE;

Ilonyhay je u3mupHo mocmerne nmopese, JONPUHOCE U JPYTe jaBHE AKOUHE y CKiIamy ca IporMcHMa
Perny6nuxe Cp6uje;

Ilonyhau je momrToBao obaBese Koje MpoM3iiase W3 BaxelMX Mpomwca O 3alUTUTH Ha pamy,
3aMOL/baBakby M YCIIOBMMa pajia, 3allTUTH JKMBOTHE CPeJMHE W rapaHTyje [a je MMaal Ipapa
UHTeJIEKTyaJIHe CBOjUHE.

Ogaamheno sune nonyhava:

(ume, mpe3nMe H MOTIHC)

Crpana 5 on 7



Ilpunoz op. 2

O6pa3an nonyxne

Ilonyna 6p. on 3a HabaBKy 0poj 4233-01-02/2021.

IHOJAIIM O IIOHYBAYY

HanomeHna: nmogaTke ynucaTu y npasHom gejy odpacua

HA3BUBIIOHYBAYA:

AJIPECA IIOHYBAYA (u onmiTHHA):

JINIIE 3A KOHTAKT:

TEJIE®OH:

TEJL./®AKC:

INOPECKH BPOJ IIOHYBHAYA:

BPOJ PAYYHA U KOJ KOJE BAHKE:

MATHUYHU BPOJ:

PETUCTAPCKH BPOJ

IMH®PA AEJATHOCTH

OATOBOPHO JIHUIIE:

OAIr'OBOPHO JMIE NOTEBYJE U JUYHO JEMYH JA CY JOKYMEHTA
INPUJIOXEHA VY3 INOHYAY HKHPHA OPUIMHAINY U JA CY, HA JAH

NOJHOIEKLA NOHYIAE, BUKERA Y INOIVIEAY YMIBEHMIIA M3HETHX VY
IbHMA.

MecTo n naTym:
Aaty Ograamheno aune nonyhaya:

(1Me, npe3HMe H NOTMHC)
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OBPA3AIl IOHYJIE CA CTPYKTYPOM IIEHE

Ha3zus:
Honamu o Anpeca:
nonyhasy Bpoj nonyne:
JlaTym cacTaB/bama MOHY/E:
JenuHu4H
JennHu4yHa
Jen. a ueHa
sy Ilpeamer HaGaBKke Koanunna uesa 0Oe3
= mepe ca IIIB3
S IIARa.
Q oM.
= Kypc VMware NSX —
1 . .
e HMHcTanauuja, koHpurypauuja u
R ynpasssame (Install, Configure, o 10
by Manage)
(=
© Yxkynan usnoc 6e3 IIJJBa:
<
&
g Crona I[I1Ra:
©
s Hznoc ITJIRa:
an
Ykynna Bpeanoct ca IIJ/IBom:
Kpajwmn pox ucnopyke — onpikaBame Kypcea (moYerak , Kpajlbu poK
rogHHe. YKyIHO PaJHHUX JaHa/gacoBa

pavyyHa y JeJOBOJCTBO HAPy4HOLA.

Pok nnahama (He Mmoxe 6uTu kpahu ox 30 nana) je

JaHa oa JaHa J0oCTaBJbamka

OTBapama MmoHyaa.

Ionyna Baxu (Hajmame 90 nqaHa ox AaHa OTBapama MOHY.e) JaHa o AaHa

MecTto u gatym:

Osaamheno auue nonyhaya:

(1Me, Mpe3nMe H MOTIHC)
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