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Hasu Hapyuuoua: Bojna momra 1125 Beorpan
AJpeca Hapy4MoLa: Hemamuna 6p. 15, beorpag
MHTepHET cTpaHMLia Hapy4HOLA: www.mod.gov.rs
BpcTa Hapy4uoua: OpraH Ap>kaBHE ynpaBe
BpcTta noctynka HabaBKke: HabaBka Ha Kojy ce He MpUMemYje 3aKOH O
jaBHUM HabaBKama
Bpcra npegmera: VYcenyra
Ipeamer:

[IpenmeT jaBHe HaGaBke Gp. 4233-01-03/2021 - Kypc VMware NSX — Mucranauyja,
KoH(purypauuja u ynpasspamwe (Install, Configure, Manage). OPH mudgpa - 80530000 - Venyre
CTpY4HOT ocnocobsbaBara (Ha3uB U 03HaKa U3 onwTer peynuka JH).

Cnenuduxanuja ycayra

Kypc VMware NSX - Hucranaumja, xoHdurypauuja u ynparssawe (Install, Configure,
Manage).

Kypc ce Mopa u3BoauTH y LIeHTpY 3a 00yKy nonyhaua
(Beorpan). U3Bohau kypca Mopa UMaTu cepTuuKar 3a
peanuzauujy kypca: VMware Certified Instructor, 3a mTa je
NOTpeOHO MPUJIOKUTH 3BAaHUYHY MOTBPAY.

1. O6aBe3e nonyhaua

2. Bpoj nuua KopucHUKa 10 (mecer).

3. Bpeme aHraxoBama Kypc opranusoBatu y Tpajawy 00 MakcuMainHo 10 pagHux naHa.
JlaBaola ycyiyre

4. Bpeme onpxaBamwa Kypca | Kypc opranuzoBatu y nepuomy  13.09.-29.11.2021.ropumne.
(OKBUPHHU TEPMHUHH) Kypc 3aBpumtu HajkacHyje no 30.11.2021. rogune

5. MecTo onpaBama | ITpocTtopuje nonyhaua (beorpan)

Kypc VMware NSX — Hucrananuja, konpurypanuja u ynpasbamwe (Install, Configure,
Manage). Kypc namemen 3a 10 nonasuuka.

VMware NSX. Kypc mopa o6yxBartaTtu cienehe teme:

1. Course Introduction ¢ Introductions and course logistics « Course objectives

2. VMware Virtual Cloud Network and NSX-T Data Center ¢ Introduce VMware’s Virtual
Cloud Network vision * Discuss NSX-T Data Center solutions, use cases, and benefits * Explain

NSX-T Data Center architecture and components ¢ Describe VMware NSX® product portfolio
and features ¢ Explain the management, control, data, and consumption planes and function
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3. Deployment Preparing the NSX-T Data Center Infrastructure * Describe NSX Management
Cluster « Deploy VMware NSX® Manager™ nodes on VMware ESXi and KVM hypervisors ¢
Navigate through the NSX Manager Ul- Explam data plane components such as N-VDS,

establish the data center 1nfrastructure Verlfy transport node status and connectlvrty

4. NSX-T Data Center Logical Switching * Introduce key components and terminology in logical
switching * Describe the function and types of L2 segments * Explain tunneling and the
GENEVE encapsulation « Configure logical segments and attach hosts using NSX Manager Ul e
Describe the function and types of segment profiles « Create segment profiles and apply them to
segments and ports * Explain the function of MAC, ARP, and TEP tables used in packet
forwarding * Demonstrate L2 unicast packet flow ¢ Explain ARP suppression and BUM traffic
handling

5. NSX-T Data Center Logical Routing * Describe the logical routing function and use cases *
Introduce the two-tier routing architecture, topologies, and components « Explain the Tier-0 and
Tier-1 Gateway functions  Describe the logical router components: Service Router and

. Distributed Router » Discuss the architecture and function of VMware NSX® Edge™ nodes *
Discuss deployment options of NSX Edge nodes ¢ Configure NSX Edge nodes and create NSX
Edge clusters * Configure Tier-0 and Tier-1 Gateways * Examine the single-tier and multitier
packet flow » Configure static routing and dynamic routing * Enable ECMP on Tier-0 Gateway *
Describe NSX Edge HA, failure detection, and failback modes

6. NSX-T Data Center Bridging « Describe the function of logical bridging * Discuss the logical
bridging use cases * Compare routing and bridging solutions * Explain the components of logical
bridging * Create bridge clusters and bridge profiles

7. NSX-T Data Center Security * Introduce the NSX-T Data Center security approach and model
* Describe the micro-segmentation benefits and use cases * Describe the Distributed Firewall
architecture, components, and function * Configure Distributed Firewall sections and rules
Describe the Gateway Firewall architecture, components, and function « Configure Gateway
Firewall sections and rules « Describe URL analysis and distributed intrusion system importance
and use-cases. * Describe the service insertion functionality for east-west and north-south
security * Discuss the integration and benefits of partner security solutions with NSX-T Data
Center.

8. NSX-T Data Center Services * Describe NSX-T Data Center services ¢ Explain and configure
Network Address Translation (NAT) and NAT 64 « Explain and configure DNS and DHCP
services * Describe the load-balancing function, topologies, components, and use cases
Configure L4-L7 load balancing ¢ Discuss the IPSec VPN and L2 VPN function and use cases *
Configure IPSec VPN and L2 VPN using NSX Manager Ul

9. NSX-T Data Center Monitoring ¢ Explain the importance and functionality of VMware NSX®
Intelligence™ « Navigate through the NSX Topology Ul and identify the various key elements in
the UI » Discuss the importance and use-cases of alarms and events

10. NSX-T Data Center User and Role Management  Describe the function and benefits of
VMware Identity Manager in NSX-T Data Center  Integrate VMware Identity Manager with
NSX-T Data Center * Integrate LDAP with NSX-T Data Center * Identify the various types of
users, authentication policies, and permissions * Use role-based access control to restrict user
access * Explain the built-in roles in VMware Identity Manager and role assignment to users
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11. NSX-T Data Center Federation ¢ Introduce the NSX-T Data Center Federation key concepts,
terminology, and use-cases. * Explain the onboarding process of NSX-T Data Center Federation
* Describe the NSX-T Data Center Federation switching and routing functions. ¢ Describe the
NSX-T Data Center Federation security concepts and routing functions

Kpurepujym:

W36op HajmoBOJbHHje NOHyAe he ce W3BpUIMTH NPUMEHOM KpHuTepujyma ,,EkoHOMCKH
HajIOBO/bHHja NOHYAA-HAjHHKA eHa* o noHyhennx cepruduxoBanux ¢pupmu.
IIpey3umame mo3uBa 3a JOCTaB/bamke MOHYAA:

[To3uB 3a OOCTaBJbak€ MOHYHA Y EJEKTPOHCKOM OOJIMKY je jaBHO OOCTYIIHa Ha 3BaHUYHO]
HMHTEPHET cTpaHuu MuHKcTapcTBa ogbpane: www.mod.gov.rs (www.nabavke.mod.gov.rs).

Hayun nogHolema IOHYJ€ U POK 3a NOAHOLUCHE:

[ToHyny IOCTaBUTH Ha afipecy Hapy4uola:

B 1125 Beorpan, Hemawuna 6p. 15, 11000 Beorpan ca HasHakom
Ilonyna 3a Ha6aBky Kypca VMware NSX — HacTananuja, koHGurypamnuja u ynpaBjbame
(Install, Configure, Manage) 0p. 4233-01-03/2021 - HE OTERAPATH.

IloHyna ce cmaTpa 6JarOBpeMEHOM YKOJMKO je NMpUMJbeHa Of CTpaHe Hapyuwoua o 11,00
yacoBa gaHa 26.08.2021. rogune.

IToHyna Kojy Hapy4uial HUje IPUMHO Y POKY ofpeljeHOM 3a MOAHOLIEHkE MOHYAa, ONHOCHO KOja
je TpuMJpeHA O MCTEKy JaHa M caTa IO KOjer ce MOry IOHyAe NOXHOCUTH, cMarpahe ce
HeOIaroBpeMeHOM.

MeCTO, BpeMe U HAYHUH OTBapama NnmoHyjae:

JaBHO OTBapame OiaroBpeMeHo AocHenux NoHyna obaBuhe ce y mpocTopHjaMa HapyyuoLa —
3rpama 5. MO, Hemawuna 15, nana 26.08.2021. roqune y 11,30 wacosa.

Komucuja Hapyunoua Bpatuhe cBaky HeOlaroBpeMeHo NOAHETY MOHYAY HEOTBOpEHY moHyhauy,
ca Ha3HaKoM Ja je IoAHeTa HeOlaroBpeMeHo.

ITpucyTHu npeacTaBHULIM NOHyhHaya, Ipe NOYeTKa jaBHOT OTBapama MoHyAa, KomucHju BIT 1125
Beorpan tpeba na moctaBe nmucMeHa opnaumhema (yHoMmohja) 3a akTUBHO yuemnhe y MOCTYNKY
oTBapama MoHyzAa. [TucmeHo opnamhewme MOpa UMaTH 3aBOJHH IedaT ca OpojeM W JaTyMOM
U3/laBama, evat ¥ NoTHnuUC oBnamheHor auLa nonyhaya.

Ha ocHoBy u3BelITaja 0 CTpy4YHOj OLIEHH MOHYAa, Hapyuwnay he moHetn OmIyKy 0O Homeid
Hapyubenune y poxy He myxem of 10 (meceT) maHa on JaHa OTBapama NOHyna. Hasenemy
Onnyky Hapydunan he fOCTaBUTH CBMM MOAHOCHOLMMA NOHY/A HajKacHHUje y pOKY OA Tpu JaHa
Ol JaHa HEHOT JOHOILIEHA.
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[Tpunosu:
ITpunor 6p. 1 - O6pasal u3jaBe 0 UCIyHABAKY YCIOBA
[Tpunor 6p. 2 — O6pa3zan nmonye.

JB/I'M

5 TUILIL. MHOK.

HocTaBsbeHO:
- PII MO y3 ucnnatHy JOKyMEHTalHUjy,
- CamocranHu pedepeHT 3a KibHrOBOACTBO-0JIarajHuK,
- Hocunan pacxona (Mj dparan Ctankosuh)
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Ilpunoz op. 1

OO0pa3an u3jaBe 0 HCNyHaBaky yCJI0Ba

IIOHYBAY

Haszus:

Anpeca:

IIHDG:

Matuunu 6poj:

Texyhu pauyH:

TenedoH 3a KOHTaKT:

Bpoj u matym nonyne 3a HabaBKy
Op. 4233-01-03/2021:

Haszue u agpeca Hapyduona: BII 1125 Beorpan, Hemamwuna 15. g

3aKOHCKM 3aCTyNHMK NOHyha4da moa MmMyHOM KpHMBHYHOM M MaTepujajHOM OAroBopHouhy, aaje
cnenehy

N3JABY

O HCIyHaBaby CBUX YCJIOBa y NOCTYTIKY HabaBke 6poj 4233-01-03/2021, u To:

1)

2)

3)

4)

5)

MecTo 1 gaTym:

ITonyhau je perucTpoBaH Ko/ HaJJIEKHOT OpraHa, OHOCHO YIIHCaH y OfiroBapajyliu peructap;

ITonyhau ¥ HEroB 3aKOHCKM 3aCTYITHHK HUCY OCyhHBAHM 3a HEKO OJf KPUBHYHUX JieNa Kao HiaH
OpraHM30BaHe KpMMUHAJIHE IPyTie, Ia HUje ocyhuBaH 3a KpUBHYHA JIefa POTUB MPUBPE/E, KPUBUUHA
Jlena TIPOTUB JKMBOTHE CPEIHE, KPUBUYHO JENI0 NPUMaa U jaBakba MUTa, KPUBUYHO JIENIO TIpeBape;

ITonyhauy Huje uspeueHa mepa 3abpaHe 00aBJbam-a AEJATHOCTH, KOja je Ha CHa3u y Bpeme objaBe
TI031Ba 3a NIOTHOLIEH:E TIOHY/IE;

IToHyhau je u3MupHo Jocmene nopese, AONPUHOCEe U APYTe jaBHe NaKOUHE Y CKIaay ca Mporrckima
Peny6nuxe CpoOuje;

[Tonyhau je momroBao obaBe3e Koje MpoW3WiIasze M3 BaKelMX Mpomuca O 3alUTUTH Ha pauy,

UHTEJIEKTyaJTHE CBOjUHE.

Osuaamheno aune nonyhaua:

(1Me, mpe3nMe H MOTMIC)
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Ilpunoz op. 2

OO6pa3an nonyne

Ilonyna 6p. ox 3a HaGaBKy Opoj 4233-01-03/2021.

INOJAIIM O IIOHYBAUY

Hanomena: mogaTke ynucaTtn y npasHoM ey oopacua

HA3SUBIIOHYBAYA:

AJIPECA IOHYBAYA (u onmuTHHA):

JIMIE 3A KOHTAKT:

TEJIE®OH:

TEJI./®AKC:

INOPECKH BPOJ IOHYBAYA:

BPOJ PAYYHA U KOJ KOJE BAHKE:

MATHUYHHU BPOJ:

PETUCTAPCKHU BPOJ

IAPPA TEJATHOCTHU

OAI'OBEOPHO JIHUIIE:

OJI'OEOPHO JMIE INOTEBYJE U JUYHO JEMYHU JA CY JOKYMEHTA
IIPHMIIOKEHA VY3 IIOHYAY HEPHA OPUIMHAINY U JA CY, HA [JAH

INOJHOIMEBA TIOHYAE, BAKERA VY IOIJIEAY YMBEHUIIA HU3HETUX VYV
BUMA.

MecTo 1 natym:
ATy Ogaamheno aune nonyhaua:

(uMme, mpe3nMe H MOTIHC)
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OBPA3AII IOHYJE CA CTPYKTYPOM HEHE

IMogamu o
nonyhauy

Ha3zus:

Anpeca:

Bpoj nonyne:

,D;aTyM caCraB/bama NOHYOE:

Ha6aBka 6p. 4233-01-03/2021

JenuHUYH
JennHuyHa
Jen. a [eHa
IIpeamer HabaBKe . Konauunna neHa 0e3 ca I3
P I[Ba.
OM.

Kypc VMware NSX —
WHcrananuja, koHGUrypanyja u
ynpassbawe (Install, Configure, Jmne 10

Manage)

Ykynan nznoc 6e3 II/1Ba:

Crona IT[IBa:

H3znoc IIJIR3a:

Yxynna Bpegnoct ca II/IBom:

roguHe. yKynHo pagHux

Kpajwun pok ucnopyke — oap:xkaBame Kypca (mouerak

, Kpajibu pok

JXaHa/gyacoBsa

Pok niahamwa (He moske 6utu kpahu ox 30 nana) je
padyHa y AeJOBOACTBO HApy4yHoUA.

JAaHa o1 JaHa nocCraB/bamkba

Ilonyna Baxxu (Hajmame 90 naHa oo JaHa oTBapama NOHYAE)
0TBapama MOoHy/Ja.

OaHa o4 aaHa

MecTo u gaTym:

OgBnamheno gune monyhaya:

(1Me, mpe3nMe H MOTIIC)
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